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 STANDARD




HOW STANDARDS PROUFERATE:
(¢EE: A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

1?! RIDICULOUS!
WE NEED To DEVELOP
|| ONE UNIVERSAL STANDARD |
OITUATION: | far COVERS EVERYONE'S OITUATION:
THERE ARE USE. CASES. YERH THERE ARE
4 COMPETING \ hl 15 COMPETING
STANDPRDS. O STANDPRDS.

https://xkcd.com/927/



https://xkcd.com/927/

(.) blackfireio

A Platform.sh product



Le Monitoring

De quoil parle-t-on 7
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- Estce que
¢ca marche ?




Pourquoi
¢ca ne marche
pas ?
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Avez-vous
-~ besoin de
Monitoring ?




Combien de temps

- votre application

peut-elle rester
en panne ?




Par ou
commencer ?

Quelques pistes
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Solution Analytics

Le plus connu



matomo Dashboard  All Websites TagManager & [

Q v WIKIMINI 2020-12-29 & ALLVISITS » DASHBOARD NEW UPDATE: MATOMO 4.1.0 @ A
# Dashboard Visits in Real-time Visits Over Time Visitor Map
Dashboard DATE VISITS ACTIONS 23350 10,189 unique visitors == e S
® Visitors Last 24 hours 10,921 20,296 : VA
- '
11,660 f
& Behaviour Last 30 minutes 409 784 \ee R
™~ 'v) KI‘\
B Acquisition Wednesday, December 30,-16:33:10(7min42s) || € R 0 &3 ; i | ‘.-~ . W 5
G Google Mon, Nov 30 Mon, Dec 7 Mon, Dec 14 Mon, Dec 21 Mon, Dec 28 R L
Goals
Actions: I8 [ B8 QA BB Q@ Q O m B 2 m Q
Wednesday, December 30, - 16:33:10 (3 min 18s) | |} o 0 B8
Direct Ent
S Movers and Shakers |
0 Countries World-Wide :I Unique visitors :l
Actions: Im =
Wednesday, December 30, - 16:33:09 o (@ (15 No rows match the criteria
-~ - . : Channel Types
& Google, Keywords: "liste des dieux grecs
Actions: Bm Visits Overview
CHANNEL TYPE VISITS ¥ UNIQUE VISITORS  USERS
Wednesday, December 30, - 16:33:08 |] |} s 0 B TV 11,012 visits, 10,189 unique visitors
Direct Entry Search Engines 9,539 8,962 -
“ " 1 min 49s average visit duration e i g
irec -
Actions: B ; g ' ;
; " 74% visits have bounced (left the website after one page) Websites 55 54 )

Wednesday, December 30,-16:33.05 2 1] € R O]

b> 8ing ———=— s 1.8 actions (page views, downloads, outlinks and internal site +/ Social Networks 8 8 -
searches) per visit

Actions: I AN
Vit W e 149 max actions in one visit
Wednesday, December 30,-16:33:03 (23s) Il € & [0 s
© 7 w—* 18,287 pageviews, 14,544 unique pageviews
& Google

Matomo.org Blog



Solution Analytics

"
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Avantages | Inconvénients

e Simple e Orienté Business
e Orienté Business e Lié au frontend




Sonde HTTP

Le moins intrusif




@ TIME PICKER
Last 30 mins

Filter locations
Tokyo, JP || Columbus, OH, USA || Portland, OR, USA

SORT BY . 4
. v Network timings
Duration (desc) ' include failed results
Tokyo, P 400 ms
25 minutes ago 16.1s
300 ms
Portland, OR, USA
3 minutes ago 14.6s
200 ms
Portland, OR, USA
23 minutes ago 14.6s
100 ms
Tokyo, JP
6 minutes ago 12.6s g
Columbus, OH, USA 04 PM 04:10 04: 15 04:25
20 minutes ago 1215 JSISEKAEl |DNS lookup — Connecting Waiting  Receiving

Columbus, OH, USA
25 minutes ago 12s




Sonde HTTP

(
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Avantages | Inconvénients

e Plugé&Play
e Marche partout
e Scénarios

e Peu de détails
e Scénarios a écrire



Les Logs

Le plus détaillé



‘ 13,991 hits New Save Open Share Reporting <€ O August 19th 2017, 22:32:12.111 to August 22nd 2017, 22:47:08.997
kibana

Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax = lucene ~ n

Discover Add a filter 4

Visualize logstash-* v |9 August 19th 2017, 22:32:12.111 - August 22nd 2017, 22:47:08.997 — Auto A

Dashboard Selected Fields @ AR I [

N 400 __ — — 2
Timelion > coutce

Count

Machine Learning

: ) 200
Available Fields o

Graph — s __ﬁr—]rjl_lﬂ HI_II—IMI—]_____,_.HF‘IHH HI—II—H_].—,.____.:—IMI—”_IH Hl—]l_ll_lr—w_

2017-08-20 02:00 2017-08-20 08:00 2017-08-20 14:00 2017-08-20 20:00 2017-08-21 02:00 2017-08-21 08:00 2017-08-21 14:00 2017-08-21 20:00 2017-08-22 02:00 2017-08-22 08:00 2017-08-22 14:00 2017-08-22 20:00

Dev Tools
# bytes ‘ utc_time per hour
Monitune t machine.os Time _source
Management Top 5 values in 454 / 500 records » August 22nd 2017, 22:41:50.090  jndex: logstash-@ @timestamp: August 22nd 2017, 22:41:50.090 ip: 55.149.159.66 extension: jpg response: 200
wing QQ geo.coordinates: { "lat": 36.68827778, "lon": -78.05447222 } geo.src: PH geo.dest: IN geo.srcdest: PH:IN @tags: success, inf

0 utc_time: August 22nd 2017, 22:41:50.090 referer: http://www.slate.com/error/claude-nicollier agent: Mozilla/5.0 (X11; Linux

QQ x86_64; rv:6.0al) Gecko/20110421 Firefox/6.0al clientip: 55.149.159.66 bytes: 7.226KB host: media-for-the-masses.theacademyofp
erformingartsandscience.org request: /uploads/catherine-coleman.jpg wurl: https://media-for-the-masses.theacademyofperformingart
QQ
22.2% » August 22nd 2017, 22:36:47.459  jpdex: logstash-0@ e@timestamp: August 22nd 2017, 22:36:47.459 ip: 52.32.151.209 extension: jpg response: 200
ios Qe geo.coordinates: { "lat": 38.57072444, "lon": -90.15622111 } geo.src: MX geo.dest: (N geo.srcdest: MX:(N @tags: success, inf
1878 0 utc_time: August 22nd 2017, 22:36:47.459 referer: http://nytimes.com/success/jos-hern-ndez agent: Mozilla/5.0 (X11; Linux x8
0.4% E 6._64; rv:6.0al) Gecko/20110421 Firefox/6.0al clientip: 52.32.151.209 bytes: 7.266KB host: media-for-the-masses.theacademyofper
formingartsandscience.org request: /uploads/robert-springer.jpg url: https://media-for-the-masses.theacademyofperformingartsand
t url
» August 22nd 2017, 22:27:22.677  jndex: logstash-@ @timestamp: August 22nd 2017, 22:27:22.677 ip: 73.157.198.34 extension: png response: 200
o Ll geo.coordinates: { "lat": 30.77883333, "lon": -86.52211111 } geo.src: (N geo.dest: DZ geo.srcdest: CN:DZ @tags: success, sec
t @message urity utec_time: August 22nd 2017, 22:27:22.677 referer: http://facebook.com/success/alexander-poleshchuk agent: Mozilla/5.0 (X
11; Linux 1686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.0.696.50 Safari/534.24 clientip: 73.157.198.34 bytes: 2.772KB
feee host: media-for-the-masses.theacademyofperformingartsandscience.org request: /uploads/karen-nyberg.png url: https://media-for-
© @timestamp
» August 22nd 2017, 22:20:58.781  jndex: logstash-@ @timestamp: August 22nd 2017, 22:20:58.781 ip: 59.186.215.45 extension: jpg response: 200
Sl geo.coordinates: { "lat": 45.04993556, "lon": -110.7466008 } geo.src: MM geo.dest: BF geo.srcdest: MM:BF @tags: success, inf
-.. elastic t _index 0 utc_time: August 22nd 2017, 22:20:58.781 referer: http://twitter.com/success/robert-curbeam agent: Mozilla/5.0 (X11; Linux i
686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.0.696.50 Safari/534.24 clientip: 59.186.215.45 bytes: 7.205KB host: medi
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Logs

¢’ v & o
Avantages | Inconvénients

e Tres détaillés e Trop détaillés
e Simples e Volume
e Portables e Hétéroclytes




Les metriques

Le plus visuel



Memory / CPU ~ logins @ timeshift -1h Memory Sign ups

4= 25B 25% 70
20 N TP AN T AT AN L T L AP T ,
2o * Wy WA ALY n ahr | (A~ 275
=20 50 M & M ‘ v
15% y ,“" M7V WA PAAY. " !
o ) | 80 B
10%
30 MIN‘J\“/\ MWA/\/WWW\/\/\MWVW\,A
[ 5% 5 A AN Logouts Sign outs
08 0% 10 vy
* 14:20 14:30 14:40 14:50 15:00 15:10 13:20 13:30 13:40 13:50 14:00 14:10 r R 279 3=
@ == memory == cpu == logins == logins (-1 hour) 161
server requests client side full page load
150 50s
125
40s
100
30s
A : 2L £ « 3 el N ) Ay ~ N P2 20s
i ‘ - ‘ ! 1.0s
14:20 14:25 14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05 15:15
0Oms
== web_server_01 == web_server_ 02 «= web_server_03 web_server_04 14:20 14:30 14:40 14:50 15:00 15:10
94 GB
83 GB 81 GB
70 GB 73 GB
60 GB 60 GB
44 GB 47 GB 44 GB

40 GB

30 GB
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Meétriques
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Avantages | Inconvénients

e Agregation

e Evolution dans le e Peu de détails
temps e Intégration

e Alerting







Golden Metrics

=4Charge
=< Performance
makErreurs




Tracing

Le rayon-X



v frontend: HTTP GET /dispatch 473722¢

e Start December 16, 2018 5:19 PM Duration 700.68ms Services 6 Depth 5 Total Spans 50
175.17ms 350.34ms 525.51ms 700.

ice & Operation v > ¥ » 0ms 175.17ms 350.34ms 525.51ms 700.6

rontend HTTP GET /dispatch

I frontend HTTP GET: /customer S 3 10.74ms

% I frontend HTTP GET S 310.73ms
v I customer HTTP GET /customer B
mysql SQL SELECT 310.31ms
I frontend Driver::findNearest 199.4ms
v driver Driver:findNearest 199.08ms
| redis FindDriveriDs @ 18.81ms
I redis GetDriver @ 10.55ms
© redis GetDriver 34.14ms D
redis GetDriver 9.27ms @D
redis GetDriver 9.83ms @9
redis GetDriver 9.84ms @B

redis GetDriver 10.25ms @B

|

|

I

|

|

I redis GetDriver 15.86ms D

| redis GetDriver 13.55ms @D

I redis GetDriver 12.29ms @B

| O redis GetDriver 36.42ms D

I redis GetDriver 7.35ms @
I

redis GetDriver 10.37ms @B



Tracing
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Avantages | Inconvénients

e Précis & Global
e Micro-services e Intégration poussée
e Contexte (logs)




Les 3 piliers




Sighaux

Logs Service A

A
C

Traces Service C



APM

Application Performance
Management



Integration d’un APM

A APM A
Logs
Traces

C APM C



OpenTelemetry: la promesse

Logs

Traces




OpenTelemetry: la promesse (2)
&

Logs
Metrics

Traces
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https://opentelemetry.1io
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OpenTelemetry

Documentation
(+ un peu de code) .




Tracing

API: stable,
feature-freeze
SDK: stable
Protocol: stable

Status

Metrics

e API:stable
e SDK: mixed
e Protocol: stable

Logging

API: draft
SDK: draft
Protocol: stable



Protocol

‘GRPC;




Protocol

Format

Protobutf

{JSON }



Architecture




Architecture

. Collector




Le Collector

Z% Receiver {&kProcessor JL Exporter

e Push/Pull e Optionnel e Push/Pull
e Built-in: OTLP  ® e Built-in: Batch, ™ e Built-in: OTLP
(Http/gRPC) Memory Limiter (Http/gRPC)




Tracing

En gros plan
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Span

Il se passe quelgque chose...

Something




Span

Nommage

Span Name

get

get_account/42

get_account

get_account/{accountld}




Spans

Parents et enfants

Root

B

C (Asynchronous)




Spans

Multi services

Root

C (Asynchronous)




SpanKind

INTERNAL, CLIENT, SERVER, ...

Root - INTERNAL

A - INTERNAL B - CLIENT
l l
| |
l l
' ]| ¢ - SERVER Y
| |




Span Attributes

HTTP, exemple Client

Attribute Value

http.method "GET"

http.flavor "1.1"

http.url "https://example.com:8080/webshop/articles/47s=1"
net.peer.ip "192.0.2.5"

http.status_code 200




Span Attributes

Database, exemple MySq|

Attribute

Value

db.system "mysql”
db.operation "SELECT"
db.user "billing_user"
db.name "ShopDb"

db.statement

"SELECT = FROM

orders WHERE order_ 1id

'o4711'"
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OpenTelemetry Demo

https://github.com/open-telemetry/opentelemetry-demo

Service Diagram

N

p
Internet . Load Generator |

| b -
HTTP MTP

Frontend

2
{Ad Serwce /{ ’ Recommendation Service ]

T

Cart Service l Currency Serwce} Email Service Payment Service { } Shipping Service

L evalFlag evalFlag
- - \ /

Cache

(redis) { Feature Flag Service J

)
—— m——




Exemple all inclusive

e https://github.com/open—-telemetry/opentelemetry—-demo
e docker compose up (=== = = = )

e Demo: http://localhost:8080/
e Jaeger: http://localhost:16686
e Grafana: http://localhost:3000



https://github.com/open-telemetry/opentelemetry-demo
http://localhost:8080/
http://localhost:16686
http://localhost:3000

Le Collector

o ../open—telemetry/opentelemetry—-collector-contrib

e otelcol-contrib -config=config.yaml


https://github.com/open-telemetry/opentelemetry-collector-contrib/releases

Jaeger

o

docker run -1t --rm \ “«’,,
-p 16686:16686 —-p 14250:14250 \ | .
jaegertracing/all-in-one )

=

JAEGE




APl = SDK
- Integration




Php SDK

e https://github.com/open—-telemetry/opentelemetry—-php

e composer require open-telemetry/opentelemetry
:

e ext-protobut
e Psrl8 HttpClient, Psrl/ HttpFactory
o ext—-grpc


https://github.com/open-telemetry/opentelemetry-php

Php SDK

tracerProvider = new \OpenTelemetry\SDK\Trace\TracerProvider (
new \OpenTelemetry\SDK\Trace\SpanProcessor\BatchSpanProcessor (
new \OpenTelemetry\Contrib\OtlpHttp\Exporter (
ShttpClient,
ShttpFactory,
ShttpFactory,



Php SDK

Stracer = S$StracerProvider->getTracer ('My-Demo') ;
Sroot = $tracer->spanBuilder ("Span Name")->startSpan() ;
Sroot—->activate () ;

\OpenTelemetry\SDK\Common\Util\ShutdownHandler: :register
function () use (Sroot, StracerProvider) {
Sroot->end () ;
StracerProvider->shutdown () ;



Mais aussi

=< Propagation
= Sampling




Php Contrib

.../Jopen-telemetry/opentelemetry-php-contrib/

o AWS
e Symfony OtelSdkBundle
e Symfony OtelBundle


https://github.com/open-telemetry/opentelemetry-php-contrib/

A suivre

@b_viguier
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OpenTelemetry:
- Vers un standard
pour surveiller vos
applications ?




Instrumentation:
- changement de
paradigme ?




Communaute !'
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Feedback
welcome!
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HOTEL NEW YORK - THE ART OF MARVEL
event.afup.org DISNEYLAND PARIS
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